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WHAT IS A PASSWORD MANAGER?
• A password manager is an application 

that can generate, store, retrieve, and 
manage all your passwords for different 
websites.

• It stores all your passwords in an 
encrypted database, which gives you 
extra protection against hackers.

• It also ensures that you don't forget or 
lose passwords.



WHY WOULD YOU NEED ONE?
• Password managers are highly 

recommended by cyber security experts 
because they offer both convenience 
and security when it comes to your 
logins.
• Most people either use repetitive 

passwords and this can put your 
accounts at risk. A password manager 
generates long, random passwords for 
all your online accounts and then stores 
them so you don't have to remember 
them.



ARE PASSWORD MANAGERS SAFE?
• Password managers use encrypted 

security, making them much more 
secure than other ways of storing.

• Plus, password managers use two-factor 
authentication and other features (Auto 
log out, master password, generated 
passwords, etc.) to make all logins even 
more secure. So simply put, yes, they are 
safe... much safer than not having a 
password manager.



IS THERE A COST?
• Many of the password managers we will 
review offer free versions but limit the 
amount of devices you can access your 
passwords from and how many passwords 
you can store.
• Note: Free Services with no limitations 
make you the so I would recommend Paid 
Services



POPULAR PASSWORD 
MANAGEMENT APPS



PAID OR FREE?
To decide which option is best
consider what you need out of a
manager:
• Do you have a lot of password to keep?
• Do you use multiple devices or just one?
• Do you require/want extra computer protections, like 

antivirus?
Consider what you are getting for your money with the paid 
version.



Password Tips

• Have at least 8 characters, however, 10 
characters or longer is better. The more 
characters there are in the password the 
better it is, The time taken for someone to 
obtain your password will be longer.
• Lowercase letters 
• Uppercase letters
• Numbers
• Special Characters



The 8-4 Rule
• When combined it's known as the 8-4 
Rule
• 8 characters minimum
• 1 lowercase + 1 uppercase
• 1 number + 1 special character



Unique Characters
• You should have at least 5
• different characters
• If following the 8-4 rule
• you will have 4

Before: bubblegum
After: bUb13gum!



• Start with a sentence or two, about 10 words 
in total. Think of something meaningful to you.
• "Long and complex passwords are safest. I 
keep mine secret.”
• Use the first letter of every word and turn it 
into an acronym.
• lacpasikms (10 Characters)

• Add length with punctuation and/or
• symbols. You can add them at the
• beginning and the end.
• @LacPas23iKms$ (14 Characters)

Creating strong passwords



2- FORM FACTOR 
AUTHENTICATION

• An extra layer of security to make sure 
people trying to get into an account are 
who they say they are
• First, a user must enter their username 
and password
• Afterwards, they will be required to 
enter another piece of 
information Security questions
• A code is sent to a cell phone/email
• Lastly that code is Input to verify.



What is a 
VPN?

•Virtual Private network is a program that 
you download on your computer to protect 
your internet connection.
•By protecting your computer's connection 
to the internet, you are more safe from 
hackers, businesses and trackers across 
websites.
•It can be useful to download on devices 
when you are using them to access sensitive 
information like your government accounts, 
bank accounts, or personal files.
•Finally, something called your IP address, 
which is a number that tells your location, is 
hidden by a type of virtual tunnel.



Why are 
VPNs useful 
+ how to use 
them?

• VPNs are great if you are somewhere 
public, like a coffee shop, where there isn't 
a secure connection to the internet. A VPN 
will make an unsafe internet connect more 
secure by encrypting it (blocking c 
unauthorized access to your connection).
• Beyond securing your connection, 
certain VPNs can be used to connect your 
device to servers outside of your actual 
location.
• This can be handy for hiding your 
location, but also for getting access to 
certain online content that may not be 
available in your region.





Popular VPNS 



Best Cybersecurity 
Practices

• Share with care. Be aware of 
what you share publicly on 
social media sites like Facebook, 
Instagram, etc.



Best Cybersecurity 
Practices

• Think before you act. Emails 
and communication that create 
a sense of urgency such as a 
problem with your bank 
account or taxes is likely a scam. 
Consider reaching out directly 
to the company by phone to 
determine if the email is 
legitimate or not.



Best Cybersecurity 
Practices

• When in doubt, throw it 
out. Clicking on links in emails is 
often how scammers get access 
to personal information. If an 
email looks unusual, even if you 
know the person who sent it, 
it’s best to delete it. Remember 
that scammers can 
commandeer friends’ email 
addresses and send you 
messages posing as them. Turn 
on spam filters for your email 
account to help filter suspicious 
messages.



Best Cybersecurity 
Practices

• Adjust your browser safety 
settings. You likely search for 
news, information and products 
by using an internet browser such 
as Firefox, Google Chrome, 
Internet Explorer and Safari. 
Adjust your settings in each of 
those browsers to set your 
options for optimum security. 
Those menus can often be found 
in the upper right corner of your 
browser. Consider clearing your 
browsing history at the end of 
your session so you don’t leave a 
trail of sensitive data.



Best Cybersecurity 
Practices

• Log out. Remember to log out 
of apps and websites when 
you are done using them. 
Leaving them open on your 
computer screen could make 
you vulnerable to security and 
privacy risks.



Best Cybersecurity 
Practices

• Consider support. If you live 
alone or spend a lot of time 
by yourself, consider a trusted 
source to serve as a second 
set of eyes and ears. 


